
T.)OLICY OF
I{IG}I COUi\*TltY ESTATES IiOMEOI^/}.IERS },VATER ANI} SEWER ASSOCIATION, INC.

DB,.\ MOUhjT'AIN MEADOWS GOLF CLUB
IT.EGAITDING SECURITY AND DEIJTR{"]CTION OF ASSOCIATION RECOITDS

CON"AINI NG I}ERSONAI. IDENTIFYIN G IhIFORMATION

SUBIECT: Adoption of a Palicy addressing security and desh-uction of Association records containing
personal identifying ir{ormation.

FUII.I,OSE:'1-o prr:vide notice of the Association's adoptiorr of a uniform process concer:ning securifv

ancl destructir:n of Association records containing personal identifying information.

AUTHORITY: -fhe Declalation, Articles ancl Br.larnrs of the Associatlon arrd Cciorado lar,r,

EFFECT'IVE DA]]E: Ilt-ccmbcl f I- 1{lLi_

RESOLUTION:

This Perstrnal Identifying Inlorrnation P*iicv ("Policy") is created in accardance with tj.R.S. S6- i-713
and C"R.S. S6-1-773.5 to establish a prccess tr: be used b). thu Association {or the seci-rrity and

destruction/cli.spo*al of paper and electr*nic documents, within its custody or cotth'oi, containing
personal iclentifying information. The Policy adopted is as follon's:

Personal Identifying Information

Personal identifl,irrg informaticn ('IrU") is defined as including anv of the follorvirrg:

1) Social security numbers,
2) Fersonai identification numbers,
3) Passwords,
4) Pass codesr

5) Official statef govemment-issued driver's license numbers or identi{icaticn card numbers,

6) Gavemment passport number:s,

7) Biomef ic data (including but not lirnited to fingerprints and retina scans), 8)

Employer, student, or military identification numbers,
9) Financial transacfion devices, and
10) Any other information identified as PII under any applicable state or federal privacy laws,
including but not limited to the federal Corporate Transparency Act.

of PII

lVhiie in the Associa.tion's possession or control, any PII (whether physical or eieckcnic) will be protected
from unauthorized access, use, madificatiorL disclosure, and destmcticn tlrrough the following security
measure$:

1) Use cf secure data svstems r,vitir encrypted hard-dril'es;
2) L'fse of secured physical stcirage facilities;

Page 1 of 3



3) Use of con{idential waste bins and shredders;
4) Proper and secure packaging of physical documents f*r str:rage; and

5) Lockahle document storage cal:inets.

To the extent any PII (whether physical or electlonic) is stored ln or contrciled by a third parly, such as

a management compeny or $torage facility, Associatlon sirall ensure such third party also utilizes

adequate security measures and practices fo'r the protection of PlI"

-l_:ss-t$4{$lpi$_}raltal

The Boarci of Directors shail determine, in its soie ciiscretion, u,hen PII is no longer requir:ed b;, the

Association. Once sucir d.etermination is macle, the Association shall clestroy physicai documentation hv
shredding the r1ocuments or physically redactir-rg the PII in the pertinent clocuments to the poir-:t that it
is not visil:le and cannot be deciphered.

When PII is saved in an electronic format is no longer required by the Association, it shall be permanently
deleted from any anel all data stcrage lccations, including back-ups, so as not to be retrievable by any
means.

firrppleru€lllc-Lats

The provisions of this Policy shall be in additicn to and in supplement of the terms and pravisions of
the Deciaration and the law of the State of Colcrado governing the Association.

Amenilment

This Polic,v may be aniencied fronr time to time by the Boa.rd of Directors.

IIRESIDENT'S CERTIFICATION: The undersigned, being the President af High Corrniry Estates

Homeow'ners Water and Sewer Association, Inc. dl:a Mountain N{eadows Colf Club certilies that the
foregoing Poiicy w'as adopted bv lhe Eoarrl of Directc-rrs of the Asscriation, at a ciuly called and held
rleetingl of tlre Bo;rrcl on
subscribecj heil narne-

Octol;cr 16,2$24 and in witness thereaf, the undersigned has

High Country Estates Flomeowners Water and
Club, a Calcracio rronprofit corporati*n B,v

Inc. dba Mnuntain Meadows Goif
its: President,
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